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1 Operations Concept

This document describes the proposed extensions to an ECHO provider’s profile and associated enhancements to ECHO and PUMP in order to support enhanced calendar event tracking.  

1.1 Background
The WIST Uptime Calendar is external to ECHO and is mainly used to pass information from providers to WIST users.  Providers use the Uptime Calendar web client to publish alert and events that are then persisted by the Uptime Calendar service.  WIST uses the Uptime Calendar service to retrieve any alerts or events that have been published by providers for display in WIST.   

The Uptime Calendar contains groups, users, and schedules.   There is one schedule per group and operationally there is one group per provider in the Uptime Calendar.  A group may have any number of users, all which are allowed to manage the content of the group’s schedule.  A schedule contains a single Alert, which is not date-time based, and any number of Events, which are date-time based.  

There is also an admin-level group in the Uptime Calendar.  Users in the admin-level group may edit the schedules of any group in addition to the system-level schedule, used for a system-wide Alert or Event. 

HTML in Alerts and Events is permitted and expected by the Uptime Calendar.  There is a preview page in the client so that users can see how HTML content would be displayed by WIST.  The client allows any user to view the current schedules in the Uptime Calendar in addition to allowing registered users to view and edit schedules.  When editing a schedule in the client, the Alert content may be set and Events may be added, updated, or deleted.  The Uptime Calendar client also enforces that multiple users may not edit a schedule simultaneously.

1.2 General Challenges

The existing WIST Uptime Calendar introduces a separate user account which is not used anywhere else within WIST or ECHO.  Also, WIST Uptime Calendar allows ECHO Operations and providers to assign permissions to specific calendar users, filtering who can view or update a specific provider’s calendar events.  All of this is unnecessary, and should leverage the recent enhancements to the ECHO ACLs and Group Management capabilities.  

WIST is the only client that can use the Uptime Calendar service, however the information published by providers could be useful to any ECHO client as it commonly pertains to data-access outages or the status of data products.  
1.3 Proposed Solution

To address these issues with the Uptime Calendar, it is proposed that a new ECHO Calendar Service will be developed to expose the current WIST Uptime Calendar functionality within ECHO and PUMP.  The WIST Uptime Calendar will not be modified as a part of this work, however Reverb and all other ECHO clients may take advantage of the new service.  Also, to support an enhancement request from providers to allow configurable provider information such as an overview description and general information links, extensions will be made to the provider profile’s additional information field.

ECHO Calendar events will be associated with an ECHO provider or associated with the ECHO system itself.  The ECHO system or any ECHO provider may have zero or more events persisted in ECHO.  Users will be able to access and manage events via a new ECHO Calendar Service API.  The Calendar Service will be available to all clients and utilize existing ECHO user accounts for the authorization of users.  

PUMP will be augmented to allow providers and administrators to manage ECHO Calendar events via an interface consistent with other aspects of PUMP. Users with the appropriate provider ACLs will be able to manage ECHO Calendar events for the provider. Users with the appropriate system ACLs will be able to manage ECHO system-level Calendar events in the System Management tab. The concept of alerts and events will be merged into one data type, the calendar event. The event will support a severity level that indicates if the event is informational or an alert. The calendar event text will be treated as restricted HTML content in order to limit the security risk associated with cross-site scripting and other web exploits. Clients are expected to render this HTML either inline or in an external window (popup or new browser tab). While ECHO Operations will work with the providers to create reasonable markup, a client should assume that the exact formatting (length and spacing) of the message is variable.

The limited subset of HTML tags supported by ECHO includes the following tags.  HTML messages will be validated using an internal schema that is similar to, but a much smaller subset of, the XHTML specification.

Allowed HTML tags include the following items.  Style attributes can be added to facilitate justification.
· <a> – anchor

· <strong> - bold font

· <br> - line break

· <hr> - horizontal rule

· <em> - italics

· <p> - paragraph

· <ul> - unordered list

· <ol> - ordered list

· <li> - list item

· <span> - facilitates justification

· <h1>,<h2>,<h3>,<h4>,<h5>,<h6> - headings

As per the XHTML definition, the markup must be well formed with the exception of no root document tag around the text in order to support client embedding and plain text messages. ECHO will automatically add an appropriate root element when validating the text.

The provider profile’s additional information field will be extended to support the same HTML subset as calendar events. This extension will allow providers to enter more complex and robust additional information that clients can render including links and basic formatting.

1.4 Data Partner Impacts

Data Partners will be responsible for managing of their calendar events and provider profile information.  Any events currently made available in the WIST Uptime Calendar will need to be manually migrated into the new ECHO capability.  The ECHO Operations team will facilitate an initial migration of data from the WIST Uptime Calendar into each ECHO provider.  Data Partners will continue to coordinate update the WIST Uptime Calendar until WIST is decommissioned.
1.5 Client Partner Impacts
Client partners may choose to include the calendar events and enhanced provider information in their end user interactions.  There are no changes to existing functionality utilized by ECHO Client Partners.

2 Calendar Event Data Model

The following sections outline the data objects which will define calendar events within ECHO.
2.1 CalendarEvent

The CalendarEvent object is the core data model element containing the relevant information about all calendar events.   The same object will be used for both provider and system events.  The CalendarEvent object contains the following fields:
· Guid (String) – Unique identifier for the calendar event.

· OwnerGuid (String) – The Guid of the provider who has created this calendar event, or null for system calendar events. 
· Title (String) – A succinct title for the calendar event that will be displayed to users.
· StartDateTime (DateTime) – The start date/time of the event. (Optional)
· EndDateTime (DateTime) – The end date/time of the event. (Optional)

· Message (String) – The restricted HTML or plain text content for the calendar event that will be displayed to users.
· Severity (Enum) -  A selected value from the following enumeration:

· INFO – An event relaying general system information 
· ALERT – An event designating some sort of system impact 
Calendar events are considered “active” if the current time is between the start and end time, if specified. If an event does not have a start or end time, it will always be considered active. A calendar event without an end date-time can be used for events that are ongoing until further notice and events without a start date-time are considered immediately active.  

3 API Changes

The following sections outline the changes in the ECHO API.
3.1 Access Control List Changes

In the new ACL structure, Provider and System Object ACLs will be needed to manage permissions on the new calendar event objects.  The following table contains the ACLs which will be added.

	Object
	Description
	Grantable Permissions

	PROVIDER_CALENDAR_EVENT
	Allows the creation, updating, and deletion of a provider calendar events.
	Create, Update, Delete

	SYSTEM_CALENDAR_EVENT
	Allows the creation, updating, and deletion of a system calendar events.
	Create, UPDATE, Delete


3.2 SOAP API
The CalendarService SOAP API service will be refreshed with the methods outlined below.
· CreateCalendarEvent(String token, String providerGuid, String title, …) – Create a provider or system calendar event.  A null providerGuid will create a system calendar event.
· Caller must have CREATE permissions on the PROVIDER_CALENDAR_EVENT provider ACL for each provider when creating provider calendar events.

· Caller must have CREATE permissions on the SYSTEM_ CALENDAR_EVENT system ACL when creating a system calendar event.

· CalendarEvent[] GetCalendarEvents(String token, String[] eventGuids) – Get one or more calendar events.  If the eventGuids argument is null, all CalendarEvents are returned.
· Calendar events are accessible to all users without restriction.
· CalendarEvent[] GetCalendarEventsByOwner (String token, String ownerGuid, Boolean activeOnly) – Get the listing of all calendar events associated with the provided ownerGuid.  If the ownerGuid is null, then system events will be returned.  The user may choose to have ECHO only return NameGuids for “active” (non-expired) system or provider calendar events.
· Calendar events are accessible to all users without restriction. 
· UpdateCalendarEvents(String token, CalendarEvent[] events) – Update existing calendar event.

· Caller must have UPDATE permissions on the PROVIDER_CALENDAR_EVENT ACL for each provider when updating provider calendar events.  

· Caller must have UPDATE permissions on the SYSTEM_ CALENDAR_EVENT ACL when updating system calendar events.
· RemoveCalendarEvents(String token, String[] eventGuids) – Remove existing calendar events.

· Caller must have DELETE permissions on the PROVIDER_CALENDAR_EVENT provider ACL for each provider when deleting provider calendar events.

· Caller must have DELETE permissions on the SYSTEM_ CALENDAR_EVENT system ACL when deleting a system calendar event.

3.3 REST API

The following resources and HTTP methods will be supported on the REST API.  
· calendar_events – POST, GET

· Parameters

· provider_guid – Gets the calendar events for a provider, not required.

· system – Gets the calendar events for the ECHO system, not required

· active_only – Only gets events that are active, not required.
· {calendar_event_guid} –GET, PUT, DELETE

In addition to the standard XML and JSON format specifiers, the calendar_event resource will support an ATOM (.atom) format specifier.  When the ATOM format is requested without the provider_guid parameter, an atom feed containing all provider and system calendar events is returned with a feed title of “All Events.”   When the ATOM format is requested with the provider_guid parameter, an atom feed containing all events for the specified provider or system_only system calendar events is returned with a feed title of “<Provider> Events.”   
3.4 Event Cleanup

Inactive calendar events are considered historical data and will be retained in ECHO according to the configured retention period for historical data, usually 60 days.  Inactive calendar events that have passed the configured retention time will be automatically deleted from ECHO.
3.5 Auditing

Adding, updating, or deleting calendar events will be audited by ECHO.  The date of the action, the type of action performed, and the user who performed the action (ID, acting as provider, acting user ID) will be captured when performing the audit.
4 Provider Additional Information

The additional information field of the provider profile will be extended to allow restricted HTML content. The information will be editable in PUMP using the existing provider profile editing functionality. The additional information field will be validated by ECHO on update. Clients will be instructed to render the HTML markup in order support basic formatting and external links.

Using the restricted HTML tags is optional and providers with plain text in the additional information field do not have to change anything if advanced markup isn’t needed.
5 PUMP Changes

5.1 Provider Schedule

The “Schedule” item in the Provider Context menu displays all Events for that Provider.
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Events will be minimized when displayed and can be expanded by clicking on the appropriate panel.
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Clicking the “Edit Schedule” button will allow users to add new Events and update or delete existing Events for that provider. Events will be minimized when displayed and can be expanded by clicking on the appropriate panel. 

An existing Event can be updated by making the desired changes and clicking the “save” button.  An existing Event can be deleted by clicking the “delete” button for that Alert or Event.

A new Event can be added by expanding the appropriate panel and submitting the Event by clicking the “add” button.
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5.2 System Schedule

In the “User Management” tab there will be a new “Schedule” menu item for viewing the ECHO System Schedule. The ECHO System Schedule view and edit pages mirror the pages for viewing and editing a Provider Schedule, please refer to the Provider Schedule mockups for further details 
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